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ABSTRACT

Techniquesfor informationhidinghavebecomeincreasingly
more sophisticatedandwidespread.With high-resolution
digital imagesas carriers,detectinghiddenmessageshas
becomeconsiderablymoredif�cult. Thispaperdescribesa
new approachto detectinghiddenmessagesin images.The
approachusesawavelet-likedecompositionto build higher-
orderstatisticalmodelsof naturalimages.A Fisherlinear
discriminantanalysisis thenusedto discriminatebetween
untouchedandadulteratedimages.

1. INTR ODUCTION

Informationhiding techniques(e.g.,steganographyandwa-
termarking)have recentlyreceived quite a bit of attention
(see[8, 1, 6, 11] for generalreviews). With digital images
ascarriers,detectingthepresenceof hiddenmessagesposes
signi�cant challenges. Although the presenceof embed-
ded messagesis often imperceptibleto the humaneye, it
may neverthelessdisturbthe statisticsof an image. Previ-
ousapproachesto detectingsuchdeviations [5, 7, 21, 13]
typically examine �rst-order statisticaldistributionsof in-
tensityor transformcoef�cients (e.g.,discretecosinetrans-
form, DCT). The drawback of this analysisis that simple
counter-measuresthatmatch�rst-order statisticsarelikely
to foil detection. In contrast,the approachtakenherere-
lies on building higher-orderstatisticalmodelsfor natural
images[9, 15, 22, 10, 17] andlooking for deviationsfrom
thesemodels.I show that,acrossa largenumberof natural
images,thereexists stronghigher-orderstatisticalregular-
ities within a wavelet-like decomposition.The embedding
of amessagesigni�cantly altersthesestatisticsandthusbe-
comesdetectable.
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2. IMA GE STATISTICS

The decompositionof imagesusing basisfunctions that
arelocalizedin spatialposition,orientation,andscale(e.g.,
wavelets)hasproven extremelyuseful in a rangeof appli-
cations(e.g., imagecompression,imagecoding,noisere-
moval, andtexture synthesis).Onereasonis that suchde-
compositionsexhibit statisticalregularitiesthat canbe ex-
ploited(e.g.,[16, 14, 2]). Describedbelow is onesuchde-
composition,anda setof statisticscollectedfrom this de-
composition.

The decompositionemployedhereis basedon separa-
ble quadraturemirror �lters (QMFs) [19, 20, 18]. This de-
compositionsplits the frequency spaceinto multiple scales
and orientations. This is accomplishedby applying sep-
arablelowpassand highpass�lters along the image axes
generatinga vertical,horizontal,diagonalandlowpasssub-
band.Subsequentscalesarecreatedby recursively �ltering
the lowpasssubband.The vertical, horizontal,anddiago-
nal subbandsat scalei = 1; :::; n aredenotedasVi (x; y),
H i (x; y), andD i (x; y), respectively.

Given this imagedecomposition,the statisticalmodel
is composedof the mean,variance,skewnessandkurtosis
of thesubbandcoef�cients at eachorientationandat scales
i = 1; :::; n � 1. Thesestatisticscharacterizethebasiccoef-
�cient distributions.Thesecondsetof statisticsis basedon
theerrorsin anoptimal linearpredictorof coef�cient mag-
nitude. As describedin [2], the subbandcoef�cients are
correlatedto their spatial,orientationandscaleneighbors.
For purposesof illustration, consider�rst a vertical band,
Vi (x; y), at scalei . A linearpredictorfor themagnitudeof
thesecoef�cients in a subsetof all possibleneighbors1 is
givenby:

Vi (x; y) = w1Vi (x � 1; y) + w2Vi (x + 1; y)

+ w3Vi (x; y � 1) + w4Vi (x; y + 1)

+ w5Vi +1 (x=2; y=2) + w6D i (x; y)

+ w7D i +1 (x=2; y=2); (1)

1The particularchoiceof spatial,orientationandscaleneighborswas
motivatedby the observationsof [2] andmodi�ed to includenon-casual
neighbors.



wherewk denotesscalarweightingvalues.This linearrela-
tionshipis expressedmorecompactlyin matrix form as:

~V = Q~w; (2)

wherethe columnvector ~w = (w1 : : : w7)T , thevec-
tor ~V containsthecoef�cient magnitudesof Vi (x; y) strung
out into a columnvector, andthecolumnsof thematrix Q
containtheneighboringcoef�cient magnitudesasspeci�ed
in Equation(1) also strungout into column vectors. The
coef�cients aredeterminedby minimizing thequadraticer-
ror function E( ~w) = [~V � Q~w]2. This error function is
minimizedanalyticallyby differentiatingwith respectto ~w:
dE( ~w)=d~w = 2QT [~V � Q~w], settingthe result equalto
zero,andsolvingfor ~w to yield:

~w = (QT Q) � 1QT ~V : (3)

Thelog errorin thelinearpredictoris thengivenby:

~E = log2(~V) � log2(jQ~wj): (4)

It is from this error that additionalstatisticsarecollected,
namelythe mean,variance,skewness,andkurtosis. This
processis repeatedfor eachvertical subbandat scalesi =
1; :::; n � 1, whereateachscaleanew linearpredictoris es-
timated.A similarprocessis repeatedfor thehorizontaland
diagonalsubbands.The linear predictorfor the horizontal
subbandsis of theform:

H i (x; y) = w1H i (x � 1; y) + w2H i (x + 1; y)

+ w3H i (x; y � 1) + w4H i (x; y + 1)

+ w5H i +1 (x=2; y=2) + w6D i (x; y)

+ w7D i +1 (x=2; y=2); (5)

andfor thediagonalsubbands:

D i (x; y) = w1D i (x � 1; y) + w2D i (x + 1; y)

+ w3D i (x; y � 1) + w4D i (x; y + 1)

+ w5D i +1 (x=2; y=2) + w6H i (x; y)

+ w7Vi (x; y): (6)

The sameerror metric, Equation(4), and error statistics
computedfor the vertical subbands,arecomputedfor the
horizontalanddiagonalbands,for a totalof 12(n � 1) error
statistics.Combiningthesestatisticswith the12(n � 1) co-
ef�cient statisticsyields a total of 24(n � 1) statisticsthat
form a featurevectorwhich is usedto discriminatebetween
imagesthatcontainhiddenmessagesandthosethatdonot.

3. CLASSIFICATION

From the measuredstatisticsof a training set of images
with andwithout hiddenmessages,thegoal is to determine

whethera novel (test) imagecontainsa message.To this
end,Fisherlineardiscriminantanalysis(FLD), a classspe-
ci�c methodfor patternrecognition,is employed[4, 3]. For
simplicity a two-classFLD is described.

Denotecolumnvectors~x i , i = 1; :::; Nx and~yj , j =
1; :::; Ny as exemplarsfrom eachof two classesfrom the
trainingset.Thewithin-classmeansarede�ned as:

~� x =
1

Nx

N xX

i =1

~x i ; and ~� y =
1

Ny

N yX

j =1

~yj : (7)

Thebetween-classmeanis de�ned as:

~� =
1

Nx + Ny

0

@
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i =1

~x i +
N yX

j =1

~yj

1

A : (8)

Thewithin-classscattermatrix is de�ned as:

Sw = M x M T
x + M y M T

y ; (9)

where,thei th columnof matrixM x containsthezero-meaned
i th exemplargiven by ~x i � ~� x . Similarly, the j th column
of matrix M y contains~yj � ~� y . Thebetween-classscatter
matrix is de�ned as:

Sb = Nx (~� x � ~� )(~� x � ~� )T

+ Ny (~� y � ~� )(~� y � ~� )T : (10)

Finally, let~ebethemaximalgeneralizedeigenvalue-eigenvector
of Sb andSw (i.e., Sb~e = �S w ~e). Whenthe training ex-
emplars~x i and~yj areprojectedonto the one-dimensional
linearsubspacede�nedby~e(i.e.,~xT

i ~e and~yT
j ~e), thewithin-

classscatterisminimizedandthebetween-classscattermax-
imized.For thepurposesof patternrecognition,sucha pro-
jection is clearlydesirableasit simultaneouslyreducesthe
dimensionalityof thedataandpreservesdiscriminability.

Oncethe FLD projectionaxis is determinedfrom the
trainingset,anovel exemplar, ~z, from thetestingsetis clas-
si�ed by �rst projectingonto the samesubspace,~zT ~e. In
thesimplestcase,theclassto which this exemplarbelongs
is determinedvia a simplethreshold.In thecaseof a two-
classFLD, we areguaranteedto be ableto projectonto a
one-dimensionalsubspace(i.e., therewill be at most one
non-zeroeigenvalue). In the caseof a N -classFLD, the
projectionmay be onto as high as a N � 1-dimensional
subspace.A two-classFLD is employedhereto classify
imagesaseithercontainingor notcontainingahiddenmes-
sage.Eachimageis characterizedby its featurevectoras
describedin theprevioussection.

4. RESULTS

Shown in Fig. 1 areseveralexamplestakenfrom adatabase
of naturalimages2. Each8-bit perchannelRGB imageis

2Imagesweredownloadedfrom: philip.greenspun.com andre-
producedherewith permissionfrom Philip Greeenspun.



Fig. 1. Sampleimages.

croppedto a central640� 480 pixel area. Statisticsfrom
1,800 suchimagesare collectedas follows. Each image
is �rst convertedfrom RGB to gray-scale(gray = 0:299R
+ 0:587G + 0:114B). A four-level, three-orientationQMF
pyramid is constructedfor eachimage,from which a 72-
length featurevector of coef�cient and error statisticsis
collected,Section2. To reducesensitivity to noisein the
linear predictor, only coef�cient magnitudesgreaterthan
1.0 are considered. The training set of “no-steg” statis-
tics comesfrom either1,800JPEGimages(quality � 75),
1,800GIF images(LZW compression),or 1,800TIFF im-
ages(no compression).TheGIF andTIFF imagesarecon-
vertedfrom theiroriginal JPEGformat.

Messagesareembeddedinto JPEGimagesusingeither
Jsteg3 or OutGuess4 (run with (+ ) andwithout (� ) statis-
tical correction). Jsteg andOutGuessaretransform-based
systemsthatembedmessagesby modulatingtheDCT coef-
�cients. Uniqueto OutGuessis a techniquefor embedding
into only one-halfof the redundantbits andthenusingthe
remainingredundantbits to preservethe�rst-order distribu-
tion of DCT coef�cients [12]. Messagesareembeddedinto
GIF imagesusingEzStego5 which modulatesthe leastsig-
ni�cant bits of thesortedcolor paletteindex. Messagesare
embeddedinto the TIFF imagesusinga genericLSB em-
beddingthatmodulatestheleast-signi�cantbit of arandom
subsetof thepixel intensities.In eachcase,a messagecon-
sistsof a n � n pixel (n 2 [32; 256]) centralportionof a
randomimagechosenfrom the sameimagedatabase.Af-
ter themessageis embeddedinto thecover image,thesame
transformation,decomposition,andcollectionof statistics

3JstegV4, by DerekUpham,is availableat ftp.funet.fi
4OutGuess,by NielsProvos,is availableatwww.outguess.org
5EZStego,by RomanaMachado,is availableatwww.stego.com

Embedding Messsage JPEG GIF TIFF

Jsteg 256� 256 94.0 - -
Jsteg 128� 128 95.7 - -
Jsteg 64� 64 95.3 - -
Jsteg 32� 32 51.7 - -
OutGuess� 256� 256 92.8 - -
OutGuess� 128� 128 63.4 - -
OutGuess� 64� 64 27.7 - -
OutGuess� 32� 32 5.9 - -
OutGuess+ 256� 256 74.4 - -
OutGuess+ 128� 128 41.4 - -
OutGuess+ 64� 64 14.0 - -
OutGuess+ 32� 32 4.1 - -

EzStego 194� 194 - 45.2 -
EzStego 128� 128 - 13.8 -
EzStego 64� 64 - 2.9 -
EzStego 32� 32 - 1.6 -

LSB 194� 194 - - 42.3
LSB 128� 128 - - 16.8
LSB 64� 64 - - 2.8
LSB 32� 32 - - 1.3

Table 1. Classi�cation accuracy (percent)with lessthan
1%falsepositivesfor varyingmessagesizes(themaximum
messagesizefor EzStego andLSB is 194� 194).

asdescribedabove is performed.
The two-classFLD, Section3, is trainedseparatelyto

classifytheJPEG,GIF andTIFF embeddings.In eachcase,
thetrainingsetconsistsof the1,800“no-steg” images,and
a randomsubsetof 1,800“steg” imagesembeddedeither
with OutGuess+ , EzStego or LSB, andwith varying mes-
sagesizes.6 For eachclassi�er, the FLD projectionaxis
anda threshold,yielding a 1% false-positive rate, is �x ed
andthenusedto classifyall of theremainingpreviouslyun-
seensteg imagesof thesameformat,Table1. In this table,
thethird through�fth columnscorrespondto theJPEG,GIF
andTIFF classi�ers,respectively. NotethattheJPEGclas-
si�er generalizesto the differentembeddingprogramsnot
previouslyseenby theclassi�er. In generaleachimagefor-
mat,andpossiblyeachclassof embeddingalgorithms,will
requireseparatetrainingto learntherelevantstatisticalde-
viations.

5. DISCUSSION

Messagescanbeembeddedinto digital imagesin waysthat
areimperceptibleto thehumaneye,andyet, thesemanipu-
lationscansigni�cantly alter theunderlyingstatisticsof an

6OutGuessis run with unlimitediterationsto �nd thebestembedding.
OutGuessimposeslimits on themessagesize,sonot all imageswereable
tobeusedfor cover. Thisis signi�cant only for messagesizesof 256� 256,
wherelessthan300stegimagesweregenerated.



image.To detectthepresenceof hiddenmessagesa model
basedonhigher-orderstatisticstakenfrom amulti-scalede-
compositionhasbeenemployed.Thismodelincludesbasic
coef�cient statisticsaswell aserrorstatisticsfrom anopti-
mal linearpredictorof coef�cient magnitude.Thesehigher-
orderstatisticsappearto capturecertainpropertiesof “nat-
ural” images,andmoreimportantly, thesestatisticsaresig-
ni�cantly alteredwhena messageis embeddedwithin an
image. This makesit possibleto detect,with a reasonable
degreeof accuracy, thepresenceof hiddenmessagesin dig-
ital images. To avoid detection,of course,oneneedonly
embeda small enoughmessagethat doesnot signi�cantly
disturbtheimagestatistics.

Thereareseveral directionsthat canbe exploredin or-
der to improve detectionaccuracy. The particularchoice
of statisticsis somewhat ad hoc, assuchit would be ben-
e�cial to choosea setof statisticsthat optimizedetection
rates.However convenient,FLD analysisis linear, andde-
tection rateswould almostcertainly bene�t from a more
�e xible non-linearclassi�cation scheme. The indiscrimi-
nantcomparisonof imagestatisticsacrossall imagescould
bereplacedwith aclass-basedanalysis,where,for example,
indoor andoutdoorscenesare comparedseparately. And
lastly, althoughonly testedon images,thereis no inherent
reasonwhy theapproachesdescribedherewould not work
for audio signalsor video sequences,arbitrary image�le
formats,or otherhiding algorithms.

Onebene�t of thehigher-ordermodelsemployedhereis
thatthey arenotasvulnerableto counter-attacksthatmatch
�rst-order statisticaldistributionsof pixel intensityor trans-
form coef�cients. It ispossible,however, thatcounter-measures
will bedevelopedthatcanfoil thedetectionschemeoutlined
here.Thedevelopmentof suchtechniqueswill in turn lead
to betterdetectionschemes,andsoon.
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