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Abstract. Probabilistic symmetric encryption have already beenwidely studied, from
a theoretical point of view. Nevertheless, many applications require length-preserving
encryption, to be patched at a minimal cost to include priv acy without modifying the
format (e.g. encrypted �lesystems). In this paper, we thus consider the security notions
for length-preserving, deterministic and symmetric encryption schemes, also termed
ciphers: semantic security under lunchtime and challenge-adaptive adversaries.We fur-
thermore provide somerelations for this notion betweendi�eren t models of adversaries,
and the more classicalsecurity notions for ciphers: pseudo-randompermutations (PRP)
and super pseudo-random permutations (SPRP).

1 In tro duction

The main goal for any encryption schemeis secrecy:ideally, such a notion meansthat
a ciphertext should not reveal any information about the plaintext, however powerful
is the adversary. This had beende�ned under \p erfect secrecy" [10], but also showed
to be impossible,unlessone usesone-time pad, which is a symmetric encryption that
usesa secret key as long as the messagesto be encrypted. That is, if one wants to
usea small symmetric key in order to protect many plaintexts or a long message,or
asymmetric encryption, such perfect secrecyis impossible.

To overcomethis theoretical impossibility, but which has no real practical impact
sinceadversariesare computationally limited, several security notions have thereafter
been de�ned, and namely the polynomial security [4], a.k.a. indistinguishabilit y of
ciphertexts or semantic security. This intuitiv ely meansthat no polynomially bounded
adversary can extract any information about the plaintext, given the ciphertext.

However, in practice, an adversary is not only given the challengeciphertext about
which plaintext it wants to learn someinformation. It may also have accessto extra
information, such as plaintext-ciphertext pairs. According to the way thesepairs are
obtained, several kinds of attacks may be mounted: known pairs, chosen-plaintext or
chosen-ciphertextattacks, in an adaptive way or not. Furthermore, when considering
semantic security, the choice of the plaintexts or the ciphertexts may be allowed be-
fore the adversary has beengiven the challengeciphertext (lunchtime attacks [8]), or
unlimited (challenge-adaptive attacks [9]).

1.1 Some W ordings

In order to make things clear, let us note that all the adversariesconsideredin this
paper are implicitly adaptive, in the sensethat their queriesto any oraclemay depend
on previous answers, but not necessarilyon the challenge ciphertext they want to
break (when such a speci�c challenge exists, as in the semantic security game, or
the indistinguishabilit y one). To make the distinction betweenwhether the challenge
ciphertext may impact the queries or not, we will use the terms \adaptiv e attacks"
and \lunc htime attacks" respectively: in lunchtime attacks the adversary has a full
and adaptive accessto oraclesbut beforethe challengeciphertext is known only, while
in adaptive attacks this accessis unlimited in time.
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1.2 Motiv ation

Relations betweenvarious security notions for symmetric encryption, under di�eren t
kinds of attacks, have beendeeplystudied by Bellare et al. [1] and Katz and Yung [6].
But they were mainly restricted to the probabilistic case.Nevertheless,many appli-
cations of encryption require length-preserving schemes.For compatibilit y, one may
indeed want the messageformat to be similar, whatever it is in clear (no privacy) or
encrypted (enhancedwith privacy). Another famous application of encryption is for
encrypted �lesystems [5], which needencryption schemesable to encipher the sectors
of a disk in-place, while sectorshave a �xed length. Length-preservingsymmetric en-
cryption thus meansdeterministic encryption schemes.In the following we thus focus
on length-preserving, deterministic and symmetric encryption schemes,also termed
ciphers. However, from our knowledge, no analysis of ciphers has ever been done so
far. The main reasonmay be that, while the security goal is privacy, no semantic secu-
rit y de�nition �ts the deterministic case:it is clear that the straightforward extension
of the usual notion fails when consideringdeterministic encryption (probabilistic en-
cryption is a basic requirement for semantic security, when an oracle |encryption
and decryption| is available at least once).As a consequence,other notions are used:
pseudo-randompermutation or super pseudo-randompermutation properties [3,7].

The security notion one usually requires from a block cipher is indeed to look like
perfectly random permutations for random keys (family of pseudo-randompermuta-
tions if one just considerschosen-plaintext attacks, or family of super pseudo-random
permutations if decryption queries are also possible). This is a very strong security
notion useful when the block cipher is seenas a all-purp oseprimitiv e (for providing
stream ciphers with encryption modes, messageauthentication codes, etc.). But for
con�dentialit y, the useful notion is secrecyonly: the view of the ciphertext does not
leak any useful information about the plaintext to a (polynomial) adversary. While
the former notion of super pseudo-randompermutations is clearly stronger than the
latter, the actual relations have never beenstudied.

1.3 Previous W ork

Security notions for encryption have been de�ned a long time ago, namely with the
de�nition of polynomial security [4] (a.k.a. semantic security or indistinguishabilit y).
Bellare et al. [1] studied several variants of the latter, for symmetric encryption, under
the names of �nd-then-guess, left-or-right and real-or-random, and relations in the
concretesetting. Katz and Yung [6] studied the actual di�erence betweenthesevarious
kinds of attacks, against probabilistic symmetric encryption. Indeed, whereasin the
public-key setting chosen-plaintext attack is the basicscenariofor an adversary, sinceit
canencrypt any plaintext of its choicegranted the public key, in the symmetric setting,
simply someknown plaintext-ciphertext pairs may give extra information. However,
they showed that an adaptive chosen-plaintext attack (where queriesare allowed even
after the challengeciphertext is known) doesnot help more than a lunchtime attack
(where oracle accessesare limited up to the reception of the challengeciphertext.)

As already noted, the security notion usually required from a block cipher is
the (super) pseudo-randomness,which means to look like perfectly random permu-
tations, for randomly chosenkeys.Depending on whether a decryption oracle is avail-
able or not, one indeed considerseither the super pseudo-randomnessor the pseudo-
randomnessonly, respectively. The latter notion (the weakest) hasbeenrecently stud-
ied by Desaiand Miner [2]. They claimed the equivalencebetweenthis notion and the
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semantic security under lunchtime chosen-plaintext attacks. Halevy and Rogaway [5]
showed the equivalencebetween the super pseudo-randomnessand the left-and-right
indistinguishabilit y, with (almost) unlimited oracle accesses,for tweakable ciphers.

1.4 Con tributions

In this paper, we study the security notions of secrecyfor ciphers, namely semantic
security (indistinguishabilit y of ciphertext) and (super) pseudo-randomness,with the
existing relations betweenthem.

We �rst show that the usual indistinguishabilit y, modeled by the �nd-then-guess
game, (with somenatural restrictions) is still equivalent to the natural de�nition of
semantic security (adapted for symmetric and deterministic encryption).

We then show that someresults relative to the probabilistic caseremain true for ci-
phers.Namely, adaptive chosen-plaintext attacks do not provide signi�cant advantage
against lunchtime attacks. More interestingly, we also consider the relation between
adaptive and lunchtime chosen-ciphertextattacks, and prove that an adaptive access
does not help either in the casewhere the cipher and its inverse are already both
secureagainst lunchtime attacks.

Finally, for completeness,we provide relations between the above notions and
the notion of (super) pseudo-randompermutations. We namely prove that indistin-
guishability against lunchtime adversariesis equivalent to the notion of super pseudo-
random permutations, when the cipher and its inverse have the samesecurity level
against lunchtime attacks: challenge-adaptive security level is not necessary. All the
proofs and someadditional relations, under various assumptions,are provided in the
Appendix.

We believe that theseresults have concreteapplications for practical ciphers,since
the encryption and the decryption algorithms are often very similar, and thus with a
similar security level. For example, when consideringDES possibly using somemode
of operation, under the conjecture that a slight modi�cation of the key schedule (re-
placement of the left rotation by a right rotation) doesnot a�ect the security against
at least lunchtime adversaries,we can show that the above results hold without any
additional assumption (seeAppendix C for the application.)

2 Securit y Notions for Encryption

2.1 Symmetric Encryption Schemes

Let us �rst review the formal de�nition of a symmetric encryption scheme � =
(k; `; E; D). It is de�ned by two algorithms, parameterizedby a key k that is assumed
to be uniformly distributed in f 0; 1gk . Note that the two main data in practice are k,
the bit-length of the keys, and ` the bit-length of the block to be encrypted:

{ the encryption algorithm Ek, which on a messagem from the set f 0; 1g` , and
random coins r from f 0; 1g� , outputs a ciphertext c in f 0; 1g� ;

{ the decryption algorithm Dk, which on a ciphertext c outputs the corresponding
plaintext m, or ? if there is no corresponding plaintext.

2.2 Ciphers: Length-Preserving, Deterministic and Symmetric
Encryption Schemes

In the particular caseof deterministic encryption, the encryption schemedoesnot use
any random coin, since it is furthermore length-preserving, any ciphertext is valid:
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it is a permutation for each key (and thus � = 0 and � = `.) For a given cipher
� = (k; `; E; D), we can denote the inversecipher by:

� � 1 = (k; `; E� 1 = D; D � 1 = E):

2.3 Semantic Securit y

The natural security notion for encryption is the computational variant of perfect
secrecy:the view of the ciphertext doesnot help to learn any information about the
plaintext. This has beenformalized by the notion of semantic security [4], for which
a SEM-adversary A = (A 1; A 2) plays the following game,in two steps:

{ a key k is �rst uniformly drawn from f 0; 1gk ;
{ Stage1: A 1 outputs a samplabledistribution D on the set f 0; 1g` , together with

a state information s to be forwarded to the secondstep of the attack;
{ a messagem is drawn from f 0; 1g` according to the distribution D (denoted

m D f 0; 1g` ), and a random tape r is uniformly drawn from f 0; 1g� (denoted

r R f 0; 1g� ) then one computesc = Ek(m; r );
{ Stage 2: A 2 is given the state information s and the ciphertext c. It outputs a

computable predicate f .

The adversary is said to be successfulif f (m) is true. It meansthat it has beenable
to learn at least one bit of information about m, from the ciphertext c. However it
is easy for an adversary to win all the time, by outputting a constant predicate f .
Then we say that A breaks the semantic security if the predicate f holds on m with
probabilit y signi�cantly greater than for another random plaintext m0 (following the
same\a priori" distribution D).

Therefore, we de�ne the advantage Advsem
� (A ) of an adversary A , against the

semantic security of an encryption scheme� , by the following distance:

Pr
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De�nition 1. An encryption scheme � is said to be ("; t)-semantically secureif for
any adversary A , that runs within time t, Advsem

� (A ) � " .

Adv ersaries. Adversary A may be given extra information than just the challenge
ciphertext, such asplaintext-ciphertext pairs. According to the way thesepairs are de-
�ned, several kinds of attacks may be mounted: known pairs, chosen-plaintext and/or
chosen-ciphertextattacks. Furthermore, the choiceof the plaintexts or the ciphertexts
may be allowed before the adversary has beengiven the challengeciphertext only, or
unlimited.

Such additional information is modeledby (un)limited accessto oraclesthat com-
pute encryptions or decryptions. A (t; e1; d1; e2; d2)-adversary A = (A Ek;Dk

1 ; A Ek;Dk
2 ) is

a 2-stage adversary A where A 1 (resp. A 2) can ask up to e1 and d1 (resp. e2 and
d2) queriesto the encryption and decryption oraclesEk and Dk, with a running time
bounded by t. We cover this way the passive adversary, where e1 = e2 = d1 = d2 = 0
that is denoted P0-C0, or any active adversary that is denoted PX-CY, according to
the oraclesaccess:
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X = '1' { e1 > 0 but e2 = 0, lunchtime chosen-plaintext (P1-CY);
Y = '1' { d1 > 0 but d2 = 0, lunchtime chosen-ciphertext (PX-C1);
X = '2' { e2 > 0 whatever e1 is, adaptive chosen-plaintext (P2-CY);
Y = '2' { d2 > 0 whatever d1 is, adaptive chosen-ciphertext (PX-C2).

We remind that all the adversariesare adaptive w.r.t. the previous oracle answers,
and thus by \adaptiv e" we mean \challenge-adaptive", while \lunc htime" stands for
\challenge-non-adaptive".

Such a PX-CY adversary can play the attack gameagainst semantic security, but
there are natural restrictions in caseof oracle access.Let us denote by � E (� D resp.)
the lists of plaintext-ciphertext (m; c) pairs obtained from the encryption oracle (and
the decryption oracle resp.). The superscript m (resp. c) will be usedto restrict these
lists to the �rst coordinates (resp. the secondcoordinates), which thus leads to two
lists of plaintexts � m

E and � m
D , and two lists of ciphertexts � c

E and � c
D . The restrictions

are thus:

{ if the adversary has accessto the decryption oracle (that is C1 or C2), it is re-
stricted not to ask the challengeciphertext c in the secondstage;

{ in the deterministic case, if the adversary has accessto the encryption oracle
(that is P1 or P2), the support SD of D (the set of plaintexts that have a non-zero
probabilit y in D) must be disjoint with the list of the plaintexts asked to the
encryption oracle at any time, or obtained from the decryption oracle during the
�rst stage.

The former restriction is the classical one, and the latter one is quite natural for
deterministic encryption. We show later (by proving equivalencewith the �nd-then-
guessnotion) that it is a minimal restriction.

De�nition 2. An encryption scheme � is said to be ("; t; e1; d1; e2; d2)-semantically
secureif for any (t; e1; d1; e2; d2)-SEM adversary A , that asksat most e1 and d1 (resp.
e2 and d2) encryption and decryption queries in the �rst stage (resp. in the second
stage) within time t, Advsem

� (A ) � " .

2.4 Indistinguishabilit y: Find-then-Guess

The indistinguishability security notion (also known as �nd-then-guess [1]) involvesa
(t; e1; d1; e2; d2)-IND adversary A = (A Ek;Dk

1 ; A Ek ;Dk
2 ) that plays the following game:

{ a key k is �rst uniformly drawn from f 0; 1gk ;
{ Stage 1 (�nd): A Ek;Dk

1 outputs two plaintexts (m0; m1) together with a state in-
formation s;

{ a bit b is randomly drawn, and a random tape r is uniformly drawn from f 0; 1g�

then one computesc = Ek(mb; r );
{ Stage 2 (guess):A Ek;Dk

2 is given the state information s and the ciphertext c. It
outputs its guessb0 for b.

The adversary is said to be successfulif b0 = b. It means that it has been able to
distinguish the encryption of m0 from the encryption of m1. However it is easyfor an
adversary to win half the time, by simply 
ipping a random coin. Then we say that A
breaksthe �nd-then-guess security if b0 = b with probabilit y signi�cantly greater than
1=2. Therefore,we de�ne the advantage of an adversary A , against the �nd-then-guess
security, or indistinguishability, of an encryption scheme� , by the following formula:

Advind
� (A ) = 2 � Pr

"
k R f 0; 1gk ; (m0; m1; s)  A Ek;Dk

1 (); b R f 0; 1g;

r R f 0; 1g� ; c = Ek(mb; r ); b0  A Ek;Dk
2 (s; c) : b0 = b

#

� 1:
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As above, there are also natural restrictions in caseof oracle access:

{ if the adversary has accessto the decryption oracle (that is C1 or C2), it is re-
stricted not to ask the challengeciphertext c in the secondstage;

{ in the deterministic case,if the adversaryhasaccessto the encryption oracle(that
is P1 or P2) it is restricted not to ask m0 or m1 to the encryption oracle at any
time, or to have obtained m0 or m1 from the decryption oracle during the �rst
stage.

Since we focus this paper on the deterministic case,one can note that the above
restrictions sum up to

m0; m1 62� m
E c 62� c

D :

De�nition 3. An encryption scheme� is said to be ("; t; e1; d1; e2; d2)-indistinguish-
able if for any (t; e1; d1; e2; d2)-IND adversary A , that asks at most e1 and d1 (resp.
e2 and d2) encryption and decryption queries in the �rst stage, a.k.a. the �nd stage
(resp. in the secondstage,a.k.a. the guessstage) within time t, Advind

� (A ) � " .

2.5 Pseudo-Random and Sup er Pseudo-Random Perm utations

Pseudo-Random Perm utation. The usual security notion one requires from a
block cipher is to look like perfectly random permutations, for the keys uniformly
drawn. This notion can be formalized as follows: any adversary accessingan oracleOb

(O0 corresponds to the perfectly random permutation P |a permutation randomly
chosen in the set SP ` of the permutations onto f 0; 1g` | and O1 corresponds to
an encryption permutation Ek, for a random key k) cannot guessb (i.e, it cannot
distinguish if it accessesthe perfectly random permutation P or the actual encryption
algorithm Ek, with a random key):

Advprp
� (A ) = 2 � Pr

"
k R f 0; 1gk ; P R SP ` ; O0 = P; O1 = Ek;

b R f 0; 1g; b0  A Ob() : b0 = b

#

� 1:

De�nition 4. An encryption scheme � is said to be a ("; t; n)-pseudo-randomper-
mutation, denoted ("; t; n)-PRP if for any (t; n)-PRP adversary A , that asksat most
n encryption querieswithin time t, Advprp

� (A ) � " .

Sup er Pseudo-Random Perm utation. The above notion does not take into ac-
count the decryption oracle access.Hencethe stronger notion: as above, one requires
that no adversary can distinguish if it accessesthe perfectly random permutation P
or the actual cipher. But in this case,the adversary not only accessesthe permutation
Ob itself, which is either P or Ek, but also its inverseO � 1

b , which is thus either P � 1

or Dk:

Advsprp
� (A ) = 2 � Pr

2

6
4

k R f 0; 1gk ; P R SP ` ;
(O0; O� 1

0 ) = (P; P � 1); (O1; O� 1
1 ) = (Ek; Dk);

b R f 0; 1g; b0  A Ob;O � 1
b () : b0 = b

3

7
5 � 1:

De�nition 5. An encryption scheme� is saidto bea ("; t; n; m)-super pseudo-random
permutation, denoted("; t; n; m)-SPRPif for any (t; n; m)-SPRPadversaryA , that asks
at most n encryption queriesand m decryption querieswithin time t, Advsprp

� (A ) � " .
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2.6 Equiv alences

For completeness,let us brie
y recall a well-known result: indistinguishabilit y and
semantic security are equivalent security notions, if D is required to be e�cien tly
samplable, and the predicate f to be e�cien tly computable. From a more concrete
point of view, we can state the following theorem, which proof can be found in the
Appendix A.1.

Theorem 6. For any encryption scheme� = (k; `; E; D):

1
2

� Advind
� (t; e1; d1; e2; d2) � Advsem

� (t; e1; d1; e2; d2) � Advind
� (t0; e1; d1; e2; d2);

where t0 � t + 2TD + Tf , if the sampling time for D is bounded by TD and the time to
evaluatepredicate f is bounded by Tf .

3 Ab out the Indistinguishabilit y of Ciphers

First, asalready remarked, contrary to the probabilistic case,restrictions do not exist
for the challengeonly, which should not have beenasked to the decryption oracle,but
also for m0 and m1: they should not have beenasked to the encryption oracle either,
hencem0; m1 62� m

E and c 62� c
D .

3.1 Normal Adv ersary

Moreover, in the following, werestrict any adversaryto behave likea normal adversary,
which meansthat

{ each query is asked at most once;
{ if m has beenasked as an encryption query (or to Ob), with answer c, the query

c will never be asked to the decryption oracle (or to O � 1
b ) later;

{ if c has beenasked as a decryption query (or to O � 1
b ), with answer m, the query

m will never be asked to the encryption oracle (or to Ob) later;
{ for a (t; n)-PRP adversary (or (t; n; m)-SPRP adversary, respectively), the ad-

versary makes exactly n queries to Ob (n queries to Ob and m queries to O � 1
b ,

respectively) .

Prop osition 7. Any adversary can be made normal (with just additional look up in
tables.)

The proof can be found in the Appendix A.2.

3.2 Adaptiv e Adv ersaries

Since we consider general adversaries,with possibleoracle access,according to the
values e1, d1, e2 and d2, for simpler notations we omit the oracle notation A =
(A Ek ;Dk

1 ; A Ek;Dk
2 ) but simply useA = (A 1; A 2). Oracle accessis now implicit.
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Adaptiv e Chosen-Plain text A ttac ks. First, we review the property showed by
Katz and Yung [6] about probabilistic symmetric encryption schemes.By the Corol-
lary 10 below, we prove that it still holds for ciphers: an adaptive accessto the en-
cryption oracle after the challengeciphertext is known doesnot signi�cantly increase
the power of an adversary which already had adaptive accessto this oracle in the �rst
stage.

Theorem 8. For any cipher � :

Advind
� (t; e1; d1; e2; d2) � (2e2 + 1) � Advind

� (t; e1 + e2; d1 + d2; 0; d2):

Proof. Let A be a (t; e1; e2; d1; d2)-normal adversary against indistinguishabilit y. We
denoteby A [� 2] the new adversary B we build using A , by restricting the interactions
A actually haswith the world. We indeed�lter the queriesit asks:all the queriesasked
by A 1 are forwarded (as well as the answers); however, only the �rst � 2 encryption
queries are forwarded in the secondstage, extra encryption queriesare answered at
random, but di�eren t from any previously involved ciphertext (the decryption queries,
the ciphertext answers to encryption queries,and the challengeciphertext.) We easily
seethat A [� 2] is normal. Note that A [e2] = A since in this caseall the queries are
forwarded, as well as the answers, whereasA [0] is in fact an adversary who makesno
encryption query in the secondstage,since the queriesasked by A 2 are answered at
random, without querying Ek.

Lemma 9. For any 1 � � 2 � e2:

Advind
� (A [� 2]) � Advind

� (A [� 2 � 1]) � 2 � Advind
� (t; e1 + e2; d1 + d2; 0; d2):

The proof of this lemma is quite similar but simpler than the proof of the Lemma 12
below. The complete proof of the present lemma can be found in the Appendix A.3.
The full proof of the Lemma 12 is included below. By applying e2 times this lemma,
using a classicalhybrid argument, one gets

Advind
� (A ) � Advind

� (t; e1; d1; 0; d2) + 2e2 � Advind
� (t; e1 + e2; d1 + d2; 0; d2);

which implies the claimed result. ut

In the particular casewhered2 = 0, onegets the following corollary which meansthat
adaptive chosen-plaintext attacks do not give any additional power to an adversary.

Corollary 10. For any cipher � :

Advind
� (t; e1; d1; e2; 0) � (2e2 + 1) � Advind

� (t; e1 + e2; d1; 0; 0):

Adaptiv e Chosen-Plain text and Chosen-Ciphertext A ttac ks. This result was
already known. But the particular caseof deterministic encryption admits improve-
ments: under speci�c assumptions,an adaptive accessto both the encryption oracle
and the decryption oracleafter the challengeciphertext is known doesnot signi�cantly
increasethe power of an adversary which already had accessto these oraclesin the
�rst stage.Interestingly, the cost of the reduction is only linear in the (total) number
of queries.

Theorem 11. For any cipher � : Advind
� (t; e1; d1; e2; d2) is upper-bounded by

�
2(e2 + d2) + 1

� �
Advind

� (t; e1 + e2; d1 + d2; 0; 0)
+ Advind

� � 1 (t; d1 + d2 � 1; e1 + e2 + 2; 0; 0)

�
:
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Proof. Let A be a (t; e1; e2; d1; d2)-normal adversary against indistinguishabilit y. As
above, we denote by A [n] the new adversary B we build using A , by restricting the
interactions A actually has with the world: all the queries in the �rst stage are for-
warded, and the answers too, but only the �rst n queries are answered correctly in
the secondstage,while extra queriesare answered at random but di�eren t from any
messagewhich previously appearedin the samecategory: if it is an encryption query,
the answer must be di�eren t from any previously involved ciphertext (the decryption
queries, the ciphertext answers to encryption queries, and the challenge); if it is a
decryption query, the answer must be di�eren t from any previously involved plain-
text (the encryption queries,the plaintext answers to decryption queries,and the two
plaintexts output of A 1). We easily seethat A [n] is normal. Note that A [e2 + d2] = A ,
since there are at most e2 + d2 oracle queriesin the secondstage.However, A [0] is a
lunchtime adversary, sinceall the queriesin the secondstageare answeredat random,
without querying any oracle.

Lemma 12. For any n � e2 + d2: the di�er ence Advind
� (A [n]) � Advind

� (A [n � 1]) is
upper-bounded by

2 �
�

Advind
� (t; e1 + e2; d1 + d2; 0; 0) + Advind

� � 1 (t; d1 + d2 � 1; e1 + e2 + 2; 0; 0)
�

;

where t is the running time of A .

Proof. We construct two adversariesB and C, such that for each successfulexecution
of A , oneof B or C is successful.The former is a (t; e1 + e2; d1 + d2; 0; 0)-IND adversary
against � , while the latter is a (t; d1 + d2 � 1; e1 + e2 + 2; 0; 0)-IND adversary against
� � 1.

Description of B and C. Our adversariesB and C actually restrict the interactions
A has, the sameway as A [n � 1] or A [n] would do: B1 and C1 run A 1, forwarding
any query/answer to their corresponding encryption/decryption oracles1. When A 1

outputs (m0; m1), B1 and C1 choosea random bit b and get c = Ek(mb). This value
requiresonemore encryption query to � for B1, while it requiresonemore decryption
query to � � 1 for C1. Then B1 and C1 run A 2(c) up to the nth query q, still forwarding
any query/answer to their corresponding oracles,except that last q one(the n th query
of A 2). In the casethat A 2 makeslessthan n queries,B and Ccompleterandomly their
gamesby choosing immediately two random plaintexts di�eren t from any previous
plaintext and outputting randomly the guesses.The advantagesare thus exactly zero
in this case.We thus now turn to the casewhere such a query q exists:

{ If q is an encryption query, C completes randomly its game in the above sense
with a random answer since we do not care about it but only about B, which
attacks � as follows. B1 choosesa random plaintext q0 for � , di�eren t from any
previous plaintext (encryption queriesand decryption answers), and then outputs
(q0; q1 = q). Thereafter, the challenge ciphertext a = Ek(qd) is produced, for a
random bit d. On input a, B2 resumesA 2 using a for answering the query q (note
that B2 does not query on q). When A 2 outputs its guessb0 for the bit b, B2

outputs its guessd0, for the bit d, that is de�ned by the boolean value of the test
b0 = b (in other words, if b0 = b, then d0 = 1, elsed0 = 0).

1 Note that a query to Ek corresponds to an encryption query to � (for B1), while it corresponds to
a decryption query to � � 1 (for C1), and similarly for a query to Dk.
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{ If q is a decryption query, B completesrandomly its gamein the abovesensewith a
random answer sincewe do not careabout it but only about C, which attacks � � 1

as follows. C1 choosesa random plaintext q0 for � � 1 (and thus a ciphertext for � ),
di�eren t from any previous plaintext for � � 1 (Dk queriesand Ek answers) but also
from Ek(mb) (C1 must ask this further query |a decryption query for � � 1| to
learn this value and avoid the collision), and then outputs (q0; q1 = q). Thereafter,
the challenge a = Dk(qd), a ciphertext for � � 1, is produced for a random bit d.
On input a, C2 resumesA 2 using a for answering the query q. When A 2 outputs
its guessb0 for the bit b, C2 outputs its guessd0, for the bit d, that is de�ned by
the boolean value of the test b0 = b (in other words, if b0 = b, then d0 = 1, else
d0 = 0).

Advantagesof B and C. We �rst check that B and C satisfy the accessrestriction to
the oracles,which is easy. Indeed, in the caseB1 and C1 choosea random plaintext q0

(when A makes the n th query), they chooseit di�eren t from any previous plaintext.
Then, we know that B2 and C2 do not ask any other query, the accessrestriction to
the decryption oracle is then satis�ed. Let us now evaluate the number of queries:

{ Algorithm B1 makesat most e1 + e2 encryption queries(all the encryption queries
that A makesup to the n th query q exceptedq itself and it must make one more
encryption query to get c = Ek(mb)), and d1 + d2 decryption queries (all the
decryption queriesthat A makesup to the n th query);

{ Algorithm C1 makes at most d1 + d2 � 1 encryption queries (all the decryption
queries that A makes up to the n th query q excepted the query q itself) and
e1 + e2 + 2 decryption queries(all the encryption queriesthat A makesup to the
nth query, one more query to get c = Ek(mb), and one more query to learn the
value Ek(mb)).

About the running time, no extra computation has to be perform by either B or C.
We thus get the following upper-bounds,where t is the running time of A :

Advind
� (B) � Advind

� (t; e1 + e2; d1 + d2; 0; 0);

Advind
� � 1 (C) � Advind

� � 1 (t; d1 + d2 � 1; e1 + e2 + 2; 0; 0):

Let us now analyzethe relation betweenthe advantagesof B and C, and thoseof A [n]
and A [n � 1]. We denote by Encq the event in which q is an encryption query and
we alsodenoteby Advind

� (A j Encq) the conditional advantage of A providing the event
Encq holds, that is

Advind
� (A j Encq) = Pr[A () = 1j b = 1 ^ Encq] � Pr[A () = 1j b = 0 ^ Encq]:

{ if q is an encryption query, we have a non trivial adversary B:

Advind
� (B) = 2Pr[d0 = d] � 1 = Pr[d0 = 1j d = 1] � Pr[d0 = 1j d = 0]:

When d = 1, the distribution of band b0usedby B is exactly the sameasthe usual
attack game for A [n], since a is the correct answer of q1 = q. When d = 0, the
answer of the encryption query q (w.r.t. � ) is a, the encryption of q0 (a random
distinct message),and thus a random ciphertext di�eren t from any previously
involved ciphertext becauseof the permutation propriety of the cipher. The last
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remark shows that B is identical to A [n � 1]. Sinced0 = 1 meansb0 = b, we have2:

Advind
� (B j Encq) = Pr[d0 = 1j d = 1 ^ Encq] � Pr[d0 = 1j d = 0 ^ Encq]

=
1
2

�
�

Advind
� (A [n] j Encq) � Advind

� (A [n � 1] j Encq)
�

:

{ if q is a decryption query, a similar argument can be provided for the adversary C:
whend = 1, Cis identical to A [n] and whend = 0, Cis identical to A [n� 1] because
the encryption of q0 (a random distinct message)for C is a random plaintext
di�eren t from any previous plaintext (included m0 and m1.) Therefore, we have2:

Advind
� (Cj Encq) = Pr[d0 = 1j d = 1 ^ Encq] � Pr[d0 = 1j d = 0 ^ Encq]

=
1
2

�
�

Advind
� (A [n] j Encq) � Advind

� (A [n � 1] j Encq)
�

:

In the above formula, Encq denotesthe negation of event Encq. With the remark that
Advind

� (B j Encq) = 0 and Advind
� (Cj Encq) = 0, we have:

Pr[Encq] � Advind
� (B j Encq) = Advind

� (B) � Advind
� (e1 + e2; d1 + d2; 0; 0);

Pr[Encq] � Advind
� (Cj Encq) = Advind

� (C) � Advind
� � 1 (d1 + d2 � 1; e1 + e2 + 2; 0; 0):

Combined with the two above equations, this leadsto the expected result. ut

Starting from A = A[e2 + d2], and applying e2 + d2 times the above relation, onegets:

Advind
� (A ) � Advind

� (A [0]) + 2(e2 + d2)
�

Advind
� (t; e1 + e2; d1 + d2; 0; 0)

+ Advind
� � 1 (t; d1 + d2 � 1; e1 + e2 + 2; 0; 0)

�
:

Since A [0] is a (t; e1; d1; 0; 0)-IND adversary, and thus its advantage is bounded by
Advind

� (t; e1 + e2; d1 + d2; 0; 0), one gets the result. ut

In many ciphers, the encryption algorithm and the decryption algorithm are similar.
Therefore, if the cipher is secureagainst any lunchtime adversary (IND-P1-C1), its
inverse achieves a similar security level. The above theorem implies that the cipher
is actually secureagainst any adaptive adversary (IND-P2-C2): thus, adaptive attacks
do not help against symmetric and deterministic encryption schemes.

4 Indistinguishabilit y and Pseudo-Randomness

In this section, we give a relation between the notion of indistinguishabilit y de�ned
above and the classical security notions for ciphers, namely to provide a pseudo-
random permutation family or a super pseudo-randompermutation family.

4.1 IND -P1-C0 is Equiv alen t to Pseudo-Randomness

In [2], Desai and Miner claimed that:

Prop osition 13. For any cipher � :

1
2

� Advind
� (t; e1; 0; 0; 0) � Advprp

� (t; e1 + 1) � (e1 + 1) � Advind
� (t; e1 + 1; 0; 0; 0):

We prove this proposition (which has not beenpublished anywhere) in the following
two theoremswhoseresults are more general. In fact, the left relation is a particular
caseof Theorem 14 where d1 = e2 = d2 = 0, while the right relation is a particular
caseof Theorem 15 where n = e1 + 1 and m = 0.
2 We remind that Advind

� (A j E) denotes the conditional advantage of any adversary A providing the
event E holds.
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4.2 IND -P2-C2 is \almost" Equiv alen t to Sup er Pseudo-Randomness

The �rst theorem is the intuitiv e and easydirection:

Theorem 14. For any cipher � :

Advind
� (t; e1; d1; e2; d2) � 2 � Advsprp

� (t; e1 + e2 + 1; d1 + d2):

Proof. We are assumingthat � is SPRP-secure.We then show that � is also securein
the senseof IND-P2-C2. Let A to be a (t; e1; d1; e2; d2)-IND adversary attacking � . We
want to show that Advind

� (A ) is negligible. To this end, we describe a SPRPadversary
B which attacks � by using A as a sub-program.

Description of BOb;O � 1
b . Our adversary B runs A 1 by answering its encryption/de-

cryption queries,which are simply forwarded to the oraclesOb and O� 1
b , respectively.

When A 1 outputs (m0; m1), B choosesa random bit d and gets yd = Ob(md). B then
runs A 2(yd), still forwarding all the encryption/decryption queriesof A to the oracles
Ob and O� 1

b , respectively. When A 2 outputs its guessd0 for the bit d, B outputs its
guessb0, for the bit b, that is de�ned by the boolean value of the test d0 = d (i.e, if
d0 = d, then b0 = 1, elseb0 = 0).

Advantageof B. We now consider the relation between the advantage of B and the
advantage of A .

{ in the caseb = 1, this game is exactly the game in which A plays against � .
The probabilit y that B outputs b0 = 1 is therefore the probabilit y that d0 = d:
(Advind

� (A ) + 1)=2.
{ in the caseb = 0, becauseA queriesa random permutation, and yd = P(md) is

perfectly independent with m0 and m1, A 2 therefore givesan answer d0 = d with
probabilit y 1=2. Consequently, B givesb0 = 1 with probabilit y 1=2.

Combining these two cases,in which A is a (t; e1; d1; e2; d2)-IND adversary and B is
a (t; e1 + e2 + 1; d1 + d2)-SPRPadversary, we get the expected result. B indeed asks
e1 + e2 + 1 queriesto Ob, becauseof the extra query to get yd. ut

The other direction is lessnatural, and much more surprising:

Theorem 15. For any cipher � :

Advsprp
� (t; n; m) � (n + m) �

�
Advind

� (t; n; m; 0; 0) + Advind
� � 1 (t; m; n; 0; 0)

�
:

Proof. Let A be a (t; n; m)-SPRPnormal adversary against � . We denoteby A [� ] the
hybrid adversary B, built using A by restricting its interactions: the �rst � queriesto
the oraclesare answered by Ek (for an encryption query { oracle O) and by Dk (for
a decryption query { oracle O � 1), the following queriesare answered by P and P � 1

respectively. The goal of the adversary is always to output a bit b0. We de�ne PI(B)
to be the probabilit y that any adversary B gives the answer b0 = 1. We thus have:

Advsprp
� (A ) = Pr[A () = 1j b = 1] � Pr[A () = 1j b = 0]

= PI[A Ek;Dk() = 1] � Pr[A P ;P � 1
() = 1] = PI(A [n + m]) � PI(A [0]):

Lemma 16. For any � � n + m:

PI(A [� ]) � PI(A [� � 1]) � Advind
� (n; m; 0; 0) + Advind

� � 1 (m; n; 0; 0):
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This proof is similar to the one of the Lemma 12. The idea is that we construct
two adversaries,a (t; n; m; 0; 0)-adversary B against � and a (t; m; n; 0; 0)-adversary C
against � � 1 such that one of their advantages is exactly equal to the left-hand side.
These two adversariesrun A up to the � th query of A [� ] using Ek for answering a
query to Ob and using Dk for answering a query to Ob. According to the type of the
� th query of A [� ] (an encryption query or a decryption query), B1 or C1 outputs this
query as one of its two chosenmessages(the other is chosenrandomly) and then B1

or C1 gives its received challenge as the answer to the � th query of A . B2 or C2 then
outputs its guessaccording to the guessof A without making any query.

The full proof can be found in Appendix A.4.
Applying n + m times this lemma, we obtain the expected result. ut

From thesetwo theorems,we seethat a cipher is a super pseudo-randompermutation
if and only if itself and its inverse achieve semantic security against any lunchtime
adversary (IND-P1-C1). In other words, under the conjecture that a cipher and its
inverseachieve a similar security level secureagainst any lunchtime adversary, SPRP
and IND-P1-C1 are equivalent with a linear-cost reduction.

The more intuitiv e equivalence,between IND-P2-C2 and SPRP, can be obtained
under a weaker condition: if � � 1 is just IND-P1-C0. This result is given in details in
the Appendix B.
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5 Conclusion

Many block ciphers are built in such a way that the encryption and the decryption
algorithms are similar, for e�ciency reasons(smaller code). Then intuitiv ely, they may
have similar security levels,at least against lunchtime attacks. This is for examplethe
casewith the most famous block cipher, that is DES, under a very weak conjecture
(seeAppendix C).

Basedon such an assumption,wehave proven that adaptive attacks do not help for
breaking semantic security. We also proved that the most classicalsecurity notion for
ciphers (to be a super pseudo-randompermutation family) is equivalent to semantic
security against adaptive attacks, but thus also against lunchtime attacks only.
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A Pro ofs

A.1 Pro of of Theorem 6

First, let A = (A Ek;Dk
1 ; A Ek ;Dk

2 ) be a (t; e1; d1; e2; d2)-adversary against indistinguisha-
bilit y. We de�ne the following (t; e1; d1; e2; d2)-adversary B = (BEk;Dk

1 ; BEk;Dk
2 ) against

semantic security:

{ k R f 0; 1gk ;
{ B1 runs A 1, and forwards all the query-answers to/from the oracles (the same

number of queriesare thus asked). When A 1 outputs two plaintexts (m0; m1) and
s, one de�nes and outputs the distribution D = f m0; m1g (the uniform distribu-
tion among the two messages)together with the state information s;

{ m D f 0; 1g` , r R f 0; 1g� and c = Ek(m; r ) (note this is equivalent to b R f 0; 1g,

r R f 0; 1g� and c = Ek(mb; r ));
{ B2 is given the state information s and the ciphertext c, which it forwards to A 2.

it also forwards all the query-answers to/from the oracles (the samenumber of
queriesare thus asked). When A 2 outputs its guessb0 for b, one de�nes f (x) to
be the predicate x = mb0.

By de�nition, if weconsiderthe distribution D for m0, that is equivalent to the random
choice of a bit d independent to b and b0, and m0 = md,

Advind
� (A ) = 2 � Pr[b0 = b] � 1

Advsem
� (B) = Pr[f (m)] � Pr[f (m0)] = Pr[mb = mb0] � Pr[md = mb0]

= Pr[b = b0] + Pr[b 6= b0^ m0 = m1] � Pr[d = b0] � Pr[d 6= b0^ m0 = m1]

=
�

Pr[b = b0] �
1
2

�
+

�
Pr[b 6= b0j m0 = m1] �

1
2

�
� Pr[m0 = m1]:

Note that if m0 = m1 then, from an information theoretical point of view, the
adversary has no information about b, thus b0 is perfectly independent of b, then
Advind

� (A ) = 2 � Advsem
� (B). Furthermore, the running time of B is exactly the same

as the running time of A sinceno computation is done.Therefore, if the running time
of A is bounded by t, Advind

� (A ) � 2 � Advsem
� (t; e1; d1; e2; d2).

From the restrictions point of view, if A has accessto the decryption oracle, it is
not allowed to use it on the challenge c, thus B does not make such a wrong query
either. If the schemeis deterministic, A is not allowed to ask either m0 or m1 to the
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encryption oracle. Thus B will not do it either: they are exactly the two messages
whoseprobabilit y is not zero in D .

Let us turn to the second part of the relation. Let A = (A Ek;Dk
1 ; A Ek;Dk

2 ) be
a (t; e1; d1; e2; d2)-adversary against the semantic security. We de�ne the following
(t0; e1; d1; e2; d2)-adversary B = (BEk ;Dk

1 ; BEk;Dk
2 ) against indistinguishabilit y:

{ k R f 0; 1gk ;
{ B1 runs A 1, and forwards all the query-answers to/from the oracles (the same

number of queriesare thus asked). When A 1 outputs a distribution D and s, one
draws independently two plaintexts (m0; m1) using D , and outputs them together
with the state information s;

{ b R f 0; 1g, r R f 0; 1g� and c = Ek(mb; r )
{ B2 is given the state information s and the ciphertext c, which it forwards to A 2.

it also forwards all the query-answers to/from the oracles (the samenumber of
queriesare thus asked). When A 2 outputs f , one checks whether f (m0) holds. If
it is true, one outputs b0 = 0, otherwise b0 = 1.

By de�nition, if we consider the distribution D for m0, that is equivalent to m0 = mb
(where b = 1 � b), and the event E, which meansf (m0) = f (m1),

Advsem
� (A ) = Pr[f (mb)] � Pr[f (m0)] = Pr[f (mb)] � Pr[f (mb)]

= Pr[f (mb) ^ : E] � Pr[f (mb) ^ : E]

= Pr[: E] � (Pr[ f (mb) j : E] � Pr[: f (mb) j : E])

Advind
� (B) = 2 � Pr[b0 = b] � 1 = Pr[f (m0) j b = 0] � Pr[f (m0) j b = 1]

= Pr[f (mb) ^ Ej b = 0] + Pr[f (mb) ^ : Ej b = 0]

� Pr[f (mb) ^ Ej b = 1] � Pr[: f (mb) ^ : Ej b = 1]:

The output of A doesnot depend on the actual value of b, but on c only, thus

Advind
� (B) = Pr[f (mb) ^ : E] � Pr[: f (mb) ^ : E]

= Pr[: E] � (Pr[f (mb) j : E] � Pr[: f (mb) j : E]) = Advsem
� (A ):

Note that the running time of B is exactly the sameas of A plus two samplingsusing
D and one evaluation of f . Then if the running time of A is bounded by t, sampling
one element using D is bounded by TD and evaluating f is bounded by Tf :

Advsem
� (A ) � Advind

� (t + 2TD + Tf ; e1; d1; e2; d2):

From the restrictions point of view, if A hasaccessto the decryption oracle,it is not
allowed to useit on the challengec, thus B doesnot make such a wrong query either.
If the schemeis deterministic, A is not allowed to ask a messagewhoseprobabilit y is
not zero in D . Thus B will not ask either m0 or m1 to the encryption oracle. ut

A.2 Pro of of Prop osition 7

We show that we can transform any adversary A into a normal adversary B without
decreasingits power. This can be simply done by bookkeepingall the query-answers.
We indeedstore all the query-answers(m; c) in a list � , which is initially set to empty.
Whenever the adversary asks an encryption query m, one �rst looks into the list �
whether there is a pair (m; c). In such a case,the adversary is given back c, otherwise
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m is queried to the encryption oracle to get the answer c, then one stores the pair
(m; c) into the list. Any decryption query is proceededin the same way. Since the
encryption algorithm is deterministic (and the decryption algorithm too), there is a
unique answer to each query.

So the above simulation of oracles is perfect. The cost is just somelook up in a
list (which admits very e�cien t techniques). ut

A.3 Pro of of Lemma 9

We construct B, a (t; e1 + � 2; d1 + d2; 0; d2)-IND adversary attacking � whoseadvantage
is exactly the left-hand side of the relation.

Description of B. Our adversary B restricts interactions of A with the world, as
A [� 2 � 1] or A [� 2] would do: B1 runs A 1, forwarding any query/answer to the encryp-
tion/decryption oracle; when A 1 outputs (m0; m1), B1 choosesa random bit b and
getsc = Ek(mb) (we seehere that B1 makesonemore encryption query to get c); then
B1 runs A 2(c) up to the � th

2 encryption query q, still forwarding any query/answer to
the encryption/decryption oracle, except that last q one.

In the casethat A 2 makes lessthan � 2 encryption queries,B choosesimmediately
two random plaintexts, but di�eren t from any previously involved plaintext and out-
puts randomly its guessd0. We considernow the casewhere such a query q exists. B1

also choosesa random plaintext q0, but di�eren t from any previously involved plain-
text (included mb), and then outputs (q0; q1 = q). Thereafter, a challengeciphertext
a of qd is produced, for a random bit d.

On input a, B2 resumesA 2 using a for answering the query q (remark that B does
not query on q, which thus makesone lessquery). B2 follows up, still forwarding any
decryption query/answer from A 2 to its decryption oracle, while encryption queries
are answered at random, but di�eren t from any previously involved plaintext. When
A 2 outputs its guessb0 for the bit b, B2 outputs its guessd0, for the bit d, that is
de�ned by the boolean value of the test b0 = b (i.e, if b0 = b, then d0 = 1, elsed0 = 0).

We can note that B1 makesat most (e1 + � 2) encryption queries(all the encryption
queriesthat A makesup to the � th

2 query q in the secondstage,but not q itself; it must
make onemore encryption query to get c = Ek(mb)), and at most (d1 + d2) decryption
queries. From its side, B2 makes no encryption query and at most d2 decryption
queries.

Advantageof B. We �rst check that B satis�es the accessrestriction to the oracles.
Indeed, in the caseA 2 makes less than � 2 encryption queries, B does not make any
more query, so B satis�es the accessrestriction. In the other case,when B1 choosesa
random plaintext q0, it choosesit di�eren t from any previousplaintext. Then, weknow
that B2 does not ask any other encryption query since q is the last real encryption
query of A [� 2]. About the accessrestriction to the decryption oracle, a is assumedto
be the ciphertext of q, it meansthat for A , a is assumedto be the ciphertext of the
plaintext q, and thus a is never asked sinceA is a normal adversary. Algorithm B is
thus a (t; e1 + e2; d1 + d2; 0; d2)-adversary:

Advind
� (B) � Advind

� (t; e1 + e2; d1 + d2; 0; d2):

Let us now analyzethe relation betweenthe advantagesof B, A[� 2] and A [� 2 � 1].
In the casethat A 2 makes lessthan � 2 encryption queries,the advantage of B is zero
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which is trivially equal to Advind
� (A [� 2]) � Advind

� (A [� 2 � 1]) sinceA [� 2] = A [� 2 � 1]. In
the casethat A 2 makesmore than � 2 encryption queries,we have3:

Advind
� �

(B) = Pr[d0 = 1j d = 1] � Pr[d0 = 1j d = 0]:

When d = 1, the distribution of b and b0 usedby B is exactly the sameas the usual
attack game for A [� 2], since a is the correct answer of q1 = q. When d = 0, the
answer of the encryption query q (w.r.t. � ) is a, the encryption of q0 (a random
distinct message),and thus a random ciphertext di�eren t from any previousciphertext
(included the challengeof A ), becauseof the permutation propriety of the cipher. The
last remark shows that the distribution of b and b0 usedby B is exactly the sameas
the attack gamefor A [� 2 � 1].

Sinced0 = 1 meansb0 = b, we have:

Advind
� (B) = Pr[d0 = 1j d = 1] � Pr[d0 = 1j d = 0]

=
1
2

�
�

Advind
� (A [� 2]) � Advind

� (A [� 2 � 1])
�

:

ut

A.4 Pro of of Lemma 16

We construct two adversaries,a (t; n; m; 0; 0)-IND adversary B against the cipher �
and a (t; m; n; 0; 0)-IND adversary C against the inverse � � 1 such that one of their
advantages is exactly equal to the left-hand side.

Description of B and C. Our adversaries B and C restrict the interactions A has
with the world, the sameway as it would be for A [� � 1] or A [� ]. B1 and C1 run A ,
forwarding all the �rst � � 1 query/answer of A to their corresponding oracles(for a
query x to Ob, B1 and C1 answer Ek(x) which is a � -encryption query for the former
and a � � 1-decryption query for the latter, and for a query y to O � 1

b , B1 and C1 answer
D(x), which is a � -decryption query for the former and a � � 1-encryption query for
the latter). We now consider the � th query q of A .

{ If q is an encryption query, C completes randomly its game by choosing imme-
diately its two random plaintexts, but di�eren t from any previous plaintext and
outputting randomly the guessd0, whereasB attacks � as follows. B1 choosesa
random plaintext q1, but di�eren t from any previous plaintext, and then outputs
q0 = q; q1. Thereafter, a challengeciphertext c = Ek(qd) is produced,for a random
bit d. B2, on input c, resumesA , outputting c as the answer for the query q. For
the other queries of A , B2 answers randomly but consistently. Finally, when A
outputs its guessb0, B2 outputs (without making any query) its guessd0, for the
bit d, that is de�ned equal to b0.

{ If q is a decryption query, B completesrandomly its game by choosing immedi-
ately its two random plaintexts, but di�eren t from any previous plaintext and
outputting randomly the guessd0, whereasC attacks � � 1 as follows. C1 choosesa
random ciphertext q1, but di�eren t from any previous ciphertext, and then out-
puts q0 = q; q1. Thereafter, a plaintext (the challenge� � 1-ciphertext c = Dk(qd))
is produced, for a random bit d. C1 give c as an answer for the query q of A .

3 d and d0 follow the distribution obtained in the above game: d is the challenge random bit, while
d0 is the output of B.
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For the other queriesof A , C1 answer randomly but consistently. Finally, when A
outputs its guessb0, C2 outputs (without making any query) its guessd0, for the
bit d, that is de�ned equal to b0.

We note that B1 makesat most n encryption queriesand m decryption queriesto � ,
while C1 makesat most m encryption queriesand n decryption queriesto � � 1. From
their sides,B2 and C2 make no encryption query and no decryption query.

Advantagesof B and C. We �rst check that B and C satisfy the accessrestriction
to the oracles.Indeed, when B1 and C1 choosea random plaintext q0, they chooseit
di�eren t from any previous plaintext. Algorithm B is thus a (n; m; 0; 0)-IND adversary
against � , and algorithm Cis a (m; n; 0; 0)-IND adversaryagainst � � 1, within the same
running time t as A :

Advind
� (B) � Advind

� (t; n; m; 0; 0);

Advind
� � 1 (C) � Advind

� � 1 (t; m; n; 0; 0):

Let us now analyzethe relation betweenthe advantagesof B and C, and A [� ] and
A [� � 1]. We denote by Encq the event that q is an encryption query and we also
denote by PI(A [� ] j Encq) the conditional probabilit y that A [� ] outputs 1, providing
the event Encq, and by Advind

� (A j Encq) the conditional advantage of A providing the
event Encq.

{ q is a encryption query. We indeed have:

Advind
� (B) = Pr[d0 = 1j d = 1] � Pr[d0 = 1j d = 0]:

When d = 1, the distribution of b0usedby B is exactly the sameasin the gamethat
A [� ] would play, sincea is the correct answer of q1 = q. When d = 0, the answer
of the encryption query q is a, the encryption of q0 (a random distinct message),
and thus a random ciphertext di�eren t from previous ciphertext, becauseof the
permutation propriety of the cipher. The last remark shows the gamethat B plays
is identical to the one that A [� � 1] would play. Sinced0 = 1 meansthat b0 = 1,
we have:

Advind
� (B j Encq) = Pr[d0 = 1j d = 1 ^ Encq] � Pr[d0 = 1j d = 0 ^ Encq]

= PI(A [� ] ^ Encq) � PI(A [� � 1] ^ Encq):

{ q is a decryption query. The sameway as above, we have:

Advind
� (Cj Encq) = Pr[d0 = 1j d = 1 ^ Encq] � Pr[d0 = 1j d = 0 ^ Encq]

= PI(A [� ] ^ Encq) � PI(A [� � 1] ^ Encq):

Using the remark that Advind
� (B j Encq) = 0 and Advind

� (Cj Encq) = 0, one gets,

Pr[Encq] � Advind
� (B j Encq) � Advind

� (n; m; 0; 0);

Pr[Encq] � Advind
� (Cj Encq) � Advind

� � 1 (m; n; 0; 0):

One then easily concludes. ut
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B A Weaker Assumption for the Equiv alence between IND -P2-C2
and SPRP

Theorem 17. For any cipher � :

Advind
� (t; e1; d1; 0; 0) � Advind

� (t; e1; 0; 0; 0) � 2d1 � Advind
� � 1 (t; d1; e1 + 1; 0; e1):

Proof. Let A be a (t; e1; d1; 0; 0)-IND adversary against � . We denote by A [� 1] the
adversary B, built by using A , restricting its interactions with the world: at most � 1

decryption queriesare answered correctly in the �rst stage, extra decryption queries
are answered at random, but di�eren t from any previously involved plaintext. Note
that A [d1] = A and A [0] is in fact an adversary who makesno decryption query.

Lemma 18. For any 1 � � 1 � d1:

Advind
� (A [� 1]) � Advind

� (A [� 1 � 1]) � 2 � Advind
� � 1 (t; d1 � 1; e1 + 1; 0; e1):

Proof. We construct a (t; d1 � 1; e1 + 1; 0; e1)-IND adversary B against � � 1 whose
advantage is equal to the left-hand side of the above relation.

Description of B. Our adversary B runs A , by intercepting the query-answer, so
that it behaves like A [� 1]: B1 runs A 1, forwarding any query/answer to the encryp-
tion/decryption oracle until the � th

1 decryption query of A . Note that an encryption
query from A will be a decryption query for B. In the casethat A 1 makeslessthan � 1

encryption queries,B choosesimmediately two random plaintexts (to � � 1), but dif-
ferent from any previous plaintext and output randomly its guessd0. We considernow
the casewhere such a query q exists, B1 choosesrandomly q0, but di�eren t from any
previous plaintext, and then outputs (q0; q1 = q). Thereafter, a challengeciphertext a
of qd is produced, for a random bit d (and for the cipher � � 1). On input a, B2 resumes
A 1 using a for answering the query q. B2 follows up by forwarding any encryption
query/answer of A to its decryption oracle. decryption queries from B are answered
at random, but consistently. When A 1 outputs (m0; m1), B2 choosesa random bit b
and gets c = Ek(mb) (B2 then makesone more decryption query |to � � 1| to get c);
then B2 runs A 2(c). When A 2 outputs its guessb0 for the bit b, B2 outputs its guess
d0, for the bit d, that is de�ned by the boolean value of the test b0 = b (i.e, if b0 = b,
then d0 = 1, elsed0 = 0). We can note that B1 makes at most (d1 � 1) encryption
queries(all the decryption queriesthat A makesup to the decryption query q but not
this query), and at most e1 + 1 decryption queries(all the encryption queriesthat A
makesup to the decryption query q and one more query to get c = Ek(mb)). From its
side, B2 makesno encryption query and at most e1 decryption queries.

Advantageof B. We �rst check that B satis�es the accessrestriction to the oracles.
Indeed, when B1 choosesa random plaintext q0, it choosesit di�eren t from any previ-
ousplaintext. Then, we know that B2 doesnot ask any other encryption query. About
the accessrestriction to the decryption oracle,a is assumedto be the plaintext of the
ciphertext q of A , and thus a is never asked sinceA is a normal adversary. Algorithm
B is thus a (d1 � 1; e1 + 1; 0; e1)-IND adversary against � � 1 within the samerunning
time t as A :

Advind
� � 1 (B) � Advind

� � 1 (t; d1 � 1; e1 + 1; 0; e1):

Let us now analyzethe relation betweenthe advantagesof B, A [� 1] and A [� 1 � 1].
We indeed have:

Advind
� � 1 (B) = Pr[d0 = 1j d = 1] � Pr[d0 = 1j d = 0]:
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When d = 1, the distribution of b and b0 used by B is exactly the sameas in A [� 1],
since a is the correct answer of q1 = q. When d = 0, the answer of the decryption
query q (w.r.t. � ) is a, the decryption of q0 (a random distinct message),and thus a
random plaintext di�eren t from any previous plaintext, becauseof the permutation
propriety of the cipher. The last remark shows the B is identical to A [� 1 � 1]. Since
d0 = 1 meansb0 = b, we have:

Advind
� (B) = Pr[d0 = 1j d = 1] � Pr[d0 = 1j d = 0]

=
1
2

� (Advind
� (A [� 1]) � Advind

� (A [� 1 � 1])):

ut

By applying d1 times the above lemma, one easily concludesthe proof of the Theo-
rem 17. ut

Theorem 19.

Advsprp
� (t; n; m) � n � (m + n) � Advind

� (t; n; m + 1; 0; m)

+( m + n) �
�

Advind
� (t; n; m; 0; 0) + Advind

� � 1 (t; m; 0; 0; 0)
�

:

Proof. By the Theorem 15:

Advsprp
� (t; n; m) � (n + m) �

�
Advind

� (t; n; m; 0; 0) + Advind
� � 1 (t; m; n; 0; 0)

�
:

By the above Theorem 17, applied to � � 1, one gets:

Advind
� � 1 (t; m; n; 0; 0) � Advind

� � 1 (t; m; 0; 0; 0) + 2n � Advind
� (t; n; m + 1; 0; m):

Which concludesthe proof. ut

From the Theorems14 and 19, we immediately deducethe following corollary:

Corollary 20. For any cipher � such that its inverse � � 1 is IND-P1-C0 secure, the
notions of indistinguishability against adaptive adversariesand super pseudo-random
permutations are equivalent.

C An Application to DES

We �rst remark that, in all Feistel-like ciphers, the encryption algorithm and the
decryption algorithm are almost similar. The only di�erence is just that encryption
usesthe sub-key K i for round i (for i = 1; : : : ; n wheren is the number of round), while
decryption usesthe sub-key K n+1 � i for round i . Therefore,if wemakea conjecturethat
the useof the key expansionor its inversedoesnot a�ect the security of the ciphers,we
can prove that adaptive attacks do not help against any symmetric and deterministic
encryption of Feistel construction. This remark extends to any construction beyond
the basic primitiv e, using any mode of operation.

For the caseof DES, weshow that this conjectureis true whena slight modi�cation
of the key schedule, changing the left rotation by a right rotation, does not make a
di�erence, from a security point of view. In this case,adaptive attacks do not help
against any construction beyond DES, in order to break semantic security.
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The Key Schedule of DES. We brie
y review the key schedule of DES that we call
here the left key schedule, and we denote by DESL the cipher DES.

Input : The master key K , a sequenceof 56 bits (we omit the parit y check bits).
Output : The sub-keysK 1; : : : ; K 16.
Pro cess :

{ Step 0: Transformation of the master key K in L 0 = (C0; D0) by the permu-
tation table PC-1. L 0 is a sequenceof 56 bits (two halvesof 28 bits).

For any i = 1; : : : ; 16,
{ Step i : Transformation of L i � 1 = (Ci � 1; D i � 1) into L i = (Ci ; D i ), whereCi =

LRi (Ci � 1) and D i = LRi (D i � 1). In the above transformation, LRi denotesthe
left rotation of either 2 positions or only one position (when i = 1; 2; 9; 16).
We denote by LO the left rotations that operate on the whole state: L i =
LOi (L i � 1).
Transformation of L i into K i by the permutation table PC-2.

We now change a little bit the key schedule by simply changing the left rotation
(LR) by a right rotation (RR). We then obtain a new key schedule we call the right
key schedule. We denote by DESR the variant of DES, where the left key schedule is
replacedby the right key schedule:

Input : The master key K , a sequenceof 56 bits.
Output : The sub-keysK 1; : : : ; K 16.
Pro cess :

{ Step 0: Transformation of the master key K in R0 = (C0; D0) by the permu-
tation table PC-1. R0 is a sequenceof 56 bits.

For any i = 1; : : : ; 16,
{ Step i : Transformation of R i � 1 = (Ci � 1; D i � 1) into Ri = (Ci ; D i ), whereCi =

RRi (Ci � 1) and D i = RRi (D i � 1). In the above transformation, RRi denotesthe
right rotation of either 2 positions or only one position (when i = 1; 2; 9; 16).
We denote by RO the right rotations that operate on the whole state: R i =
ROi (Ri � 1).
Transformation of R i into K i by the permutation table PC-2.

Note that LOi = RO� 1
18� i for i = 2; : : : ; 16, and LO1 = RO� 1

1 .
The slight modi�cation of the key schedule, changing the left rotation by a right

rotation, does not seemto make a big di�erence, from a security point of view. We
thus make the left-right DES conjecture:

Conjecture 21 (Left-Right DES Conjecture). The two ciphers DESL and DESR have
the samesecurity level.

Actually , for the following result, we just needto make a weaker assumption:

Conjecture 22 (Non-Adaptive Left-Right DESConjecture). The two ciphersDESL and
DESR have the samesecurity level against non-adaptive attacks:

�
�
�Advind

DESL
(t; e1; d1; 0; 0) � Advind

DESR
(t; e1; d1; 0; 0)

�
�
� � � (t; e1; d1);

where � is a small function.

Theorem 23. Under the non-adaptive left-right DESconjecture, adaptiveattacks do
not help against DES, in order to break semantic security:

Advind
DES(t; e1; d1; e2; d2) � (2(e2 + d2) + 1)

�
Advind

DES(t; q; q; 0; 0) + �
�

;

where q = maxf e1 + e2; d1 + d2g.
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Proof. We just needto show that under the non-adaptive left-right DES conjecture,
�
�
�Advind

DES(t; e1; d1; 0; 0) � Advind
DES� 1 (t; e1; d1; 0; 0)

�
�
� � � :

Let us consider the left key schedule process,which starts with L 0 = PC-1(K ). Then
L i = LOi (L i � 1) and K i = PC-2(L i ). Note that L 16 = L 0 (since we have 16 rotations,
whose12 are of two positions, and 4 of onepositions, which operate independently on
each half, of 28 bits).

Let us now consider the right key schedule process,which starts with R0 = L 1

(which is thus PC-1(K 0) for a key K 0, since PC-1 is a permutation). Then R i =
ROi (Ri � 1) and K 0

i = PC-2(Ri ). The sameway as above, R16 = R0 = L 1:

L 1 = R16 = RO16(R15); which implies R15 = RO� 1
16 (L 1) = LO2(L 1) = L 2:

By induction, if R17� i = L i (which is true for i = 1; 2),

L i = R17� i = RO17� i (R17� (i +1) ); and, R17� (i +1) = RO� 1
17� i (L i ) = LOi +1 (L i ) = L i +1 :

Therefore, for i = 1; : : : ; 16, L i = R17� i and K i = K 0
17� i , where K 0 = PC-1� 1(R0):

DES� 1
L (K ) = DESR (K 0); for K 0 = PC-1� 1(PC-2(PC-1(K ))) :

SincePC-1and PC-2are two permutations, whenK is uniformly distributed, K 0 is also
uniformly distributed: DESR and DES� 1

L = DES� 1 are thus perfectly equivalent, from
the security point of view. Therefore,under the non-adaptiveleft-right DESconjecture,
DES and DES� 1 have the samesecurity level against non-adaptive adversaries.The
Theorem 11 gives the result. ut


